Searching PA.I 



Page 1 of 2 



PATENT ABSTRACTS OF JAPAN 



(1 1 publication number : 06-326880 
(43)Date of publication of application : 25.11.1994 



(51)lnt.CI. 




H04N 1/44 
G09C 5/00 
H04L 9/00 
H04L 9/10 
H04L 9/12 




(21)Application number 


05-139401 


(71)Applicant 


MITA IND CO LTD 


(22)Date of filing : 


17.05.1993 


(72)lnventor : 


SHIBATA KOICHI 








OYAMA SHOICHI 



(54) CIPHERING DEVICE FOR FACSIMILE EQUIPMENT AND CIPHERING METHOD 



X 



* 
• 



I* 

or * 



j 



T = 



I 



I 




V. 


* 


ft 




D 





(57)Abstract: 

PURPOSE: To provide the ciphering device by which a 
ciphered sentence is hardly decoded by adding random 
data to an end of a ciphered signal so that a total bit 
number is a multiple of (n) thereby executing ciphering 
processing in the unit of n-bits. 
CONSTITUTION: A read section 1 reads picture data 
from an original and read data are binarized. Then a 
coding section 2 applies MH coding to binarized data. 
Then a control restoration code is added to an end of a 
text to obtain a total bit number X of a coded signal 
including a control code comprising a line termination 
code, a fill code and a control restoration code and a 
remainder R dividing the bit number by a ciphering unit 
bit number (n) is obtained. Then random data equal to a 
difference F between the ciphering unit bit number (n) and the remainder R are added after 
the control restoration code. The signal comprising the coded signal, control code and F-bit 
random data generated in this way is ciphered in the unit of n-bits by the ciphering section 3 
to generate transmission data. 
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(5) Ciphering device and method in facsimile. 



© A ciphering device in a facsimile apparatus is 
provided in which a signal to be ciphered comprising 
a coded signal and a control cods added thereto is 
ciphered In units of n bits. The device comprises 
means for judging whether or not the total number of 
bite composing the signal to be ciphered is a mul- 
tiple of n. and means for adding random data behind 



the signal to be ciphered so that the total number of 
bits composing the signal to be ciphered is a mul* 
tiple of n and ciphering a signal comprising the 
signal to be ciphered and the random data added 
thereto in units of n bits when the total number of 
bits is not a multiplexor n. 
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BACKGROUND OF THE INVENTION 



Field of the invention 



The present invention relates to a ciphering 
device and a ciphering method in a facsimile. 

Description of the Prior Art 

In a facsimile, an image signal read is coded 
by MM (modified Huffman) coding, MR (Modified 
READ) coding or the like and then, is transmitted. 
In the facsimile, it is considered that a coded signal 
is further ciphered and transmitted so that the 
original imago signal is not deciphered from the 
transmitted signal. Ciphering processing is gen- 
erally performed in units of n bits, whereby an n-hit 
signal is converted Into an n-bit ciphered signal. 

In the facsimile employing MH coding. MR 
coding or the like, the following control codos are 
added to the coded signal. Specifically, an end-of- 
line (EOL) code is added bohind the coded signal 
on each scanning line. The EOL code is 12*bit data 
-OO0O0OOOOOO1-. 

Furthermore, if the signal transmission time per 
scanning line is smaller than the minimum time 
determined by CCITT, a required number of "0* 
bits are added just ahead of the EOl. code. A code 
added Just ahead of the EOL code shall be referred 
to as a FILL code. 

Additionally, a return-to-control (RTQ code is 
added behind one telegraphic message before 
transmission. This RTC code is a sequence of six 
EOL codes "000000000001". That is, a predeter- 
mined pattern of 12 x 6 » 72 bits is added hehind 
one telegraphic message. 

Suppose a signal obtained by adding the con- 
trol code comprising the EOL code, the FILL code 
and the RTC code to the coded signal is ciphered 
in units of n bits. 

It the number of bits composing a signal to be 
ciphered (a plaintext) comprising the coded signal 
and the control code added thereto is not a mul- 
tiple of n, it Is considered that N 0s u whose number 
corresponds to the number of bits which is short of 
a multiple of n is added. 

It the number of bits which is short of a mul- 
tiple of n is increased, however, the contents of the 
last n bits of the signal to be ciphered are es* 
timated. For example, if r» = 100 and tho number 
of bits which is short of a multiple of n is not less 
than 38 (s 100 * 72), the last n bits of the signal to 
be ciphered is constituted by the EOL code and a 
plurality of N 0 N bits, whereby the contents of the 
last n bits of the signal to be ciphered ere es- 
timated. Consequently, a cipher rule is easily found 
on the basis of the last n bits of the signal to be 
ciphered and a corresponding ciphertext, so that 



the ciphertext Is easily deciphered. 

On the other hand, merely by ciphering the 
signal to be ciphered comprising the coded signal 
and the control code when n is smaller than the 

6 number of bits (72 bits) composing the RTC code 
and the total number of bits composing the signal 
to be ciphered is !a multiple of n. a signal before 
the ciphering corresponding to the last n bits Of a 
ciphertext obtained by the ciphering is Simply es- 

to timated. That is, a cipher rule is easily found on the 
basis of the last n ;blts of the signal to be ciphered 
and a corresponding ciphertext so that the cipher* 
text Is easily deciphered. 

Examples of the cipher system includes a ci- 

75 pher block chaining system (abbreviated as a CBC 
mode). Fig. 1 shows the general construction of a 
CRC mode ciphering device, and Fig. 2 shows the 
construction of a CBC mode deciphering device. 
The CBC mode ciphering device ciphers a 

20 plaintext in blocks of a predetermined number of 
bits, for example, in blocks of 64 bits to output a 
ciphertext, and further inputs for the subsequent 
ciphering the exclusive OR of the outputted cipher- 
text ano a plaintext in the succeeding block. 

26 If a plaintext is taken as Mi and a ciphertext is 
taken as Ci. ciphering using a cryptographic key K 
is taken as Ek and deciphering using the cryp- 
tographic key K isitaken as Dk, CBC mode cipher- 
ing is represented by the following equations (1) 

30 and (2) , and CBC mode deciphering is repre- 
sented by the following equations (3) and (4): 

Ci = Ek(Mi elV) (1) 

ss Ci - Ek(Wi«Ci-i)(i = 2.3....) (2) 

Mi « Dk(Ci)«iV (3) 

M, = Dk(C|)«C-t)(i = 2,3....) (4) 

40 

In the foregoing equations (1) to (4), a sign 9 
represents exclusive OR. and IV represents an 
initial value which is used in me case of the first 
ciphering and the first deciphering. The same value 
45* is used as rv in tho ciphering device and the 
deciphering device, if the value of IV is changed, 
different cipnertexts are produced trom the same 
plaintext. 

If cipher communication is established accord- 
so ing to the CBC mode, it is desirable that an initial 
value IV is; periodically changed so as to make it 
difficult for a third party to decipher a ciphertext In 
a facsirnile on the receiving side, however, an initial 
value (V used in a facsimile on the transmission 
6» side must be grasped so as to decipher the re- 
ceived ciphertext, thereby to make it difficult to 
periodically change the initial value IV. 
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Examples of the cipher system include a se- 
cret key cipher system for performing ciphering 
processing using a secret key. In the secret key 
cipher system, ciphering processing is performed 
in accordance of a cipher rule tor ciphering while 
referring lo e predetermined cryptographic key. 
Simple examples of the cipher rule include such a 
rule that if plaintext data to be ciphered is taken as 
x, ciphertext data is taken eg y, and cryptographic 
key data (key data) i$ taken as K, ^ is a function of 
(x + K)< i.e„ {y = F (x ♦ K)}. 

If cipher communication is established accord- 
ing to the secret key cipher system, it is desirable 
that the value of key data is changed for each 
communication so as to make it difficult for a third 
party to decipher a ciphertext In a facsimile on the 
receiving side, however, key data used in a fac- 
simile on the transmission side must be grasped so 
as to decipher the received ciphertext, thereby to 
make it difficult to frequently change the key data. 

SUMMA RY O F THE INVENTION 

A first object of the present invention is to 
provide a ciphering device and a ciphering method 
in a facsimile in which a ciphertext is not easily 
deciphered. 

A second object of the present invention is to 
provide a ciphering device and a ciphering method 
in a facsimile in which an initial value used In a 
cipher block chaining system can be easily 
changed so that a ciphertext Is not easily de- 
ciphered by a third party. 

A third object of the present invention is to 
provide a ciphering device and a ciphering method 
in a facsimile m which a cryptographic key used in 
a secret koy cipher system can be easily changed 
so that a ciphertext is not easily deciphered by a. 
third party. 

in a ciphering device in a facsimile in which a 
signal to be ciphered comprising a coded signal, 
and a control code added thereto is ciphered in 
units of n bits, a first ciphering device in a facsimile 
according to the present invention is characterized 
by comprising means for judging whether or not 
the total number of bits composing the signal to be 
ciphered is a multiple of n, ano means for adding 
random data behind the signal to be ciphered so 
that the total number of bits composing the signal 
to be ciphered is a muitiplo of n and ciphering a 
signal comprising the signal to be ciphered and the 
random data added thereto in units of n bits when, 
the total number of bits is not a multiptaTof n. 

in a ciphering method in a facsimile in"which a 
signal to be ciphered comprising a coded signal 
and a control code added thereto is ciphered in 
units of n bits, a first ciphering method In a fac- 
simile according to the present invention is char- 



acterized by adding random data behind the signal 
to be ciphered: so that the total number of bits 
composing the ^ignai to be ciphered is a multiple 
of n and ciphering a signal comprising the signal to 

s be ciphered and the random data added thereto in 
units of n bits when the total number of bits is not a 
multiple of n. 

The above described control code comprises 
an EOL code ejjded behind the coded signal on 

10 each scanning line, a FILL code added just ahead 
of the EOL code 1 if the signal transmission time per 
scanning line isj smaller than predetermined time, 
and an RTC code added behind one telegraphic 
message. The above described random data is 

19 produced on the basis of, for example, date and 
time data. 

In the above! described first ciphering device or 
ciphering method in a facsimile, the random data is 
added behind thjs signal to De ciphered so that the 
to total number of j bits composing the signal to be 
ciphered is e multiple of n and the signal compris- 
ing the signal to; be ciphered and the random data 
added thereto is ciphered in units of n bits when 
the total number of bits is not a multiple of n. 
25 Therefore, a ciphertext is not easily deciphered. 

In a ciphering device in a facsimile in which a 
eigne) to be ciphered comprising a coded signal 
and a control code added thereto is ciphered in 
units of n bits, 'a second coding device in a fac- 

39 simile according! to the present invention is char- 
acterized by comprising means for judging whether 
or not the total number of bits composing the 
signal to be ciphered is a multiple of n, means for 
ciphering the signal to be ciphered in units of n bits 

as to produce a ciphertext when the total number of 
bits composing the signal to be ciphered is a 
multiple of n, and means tor adding random data to 
the ciphertext to produce data to be transmitted. 
In a dpherlnp method in a facsimile in which a 

40 .signal to be ciphered comprising a coded signal 
and a control code added thereto is ciphered in 

..' unjp of n bits, a second ciphering method in a 
facsimile according to the present invention is char- 
acterized by ciphering the signal to be ciphered in 
49 unite of n bite to produce a ciphertext whon the 
total, number of ' bits composing the signal to be 
ciphered is a multiple of n, and adding random 
data to the ciphertext to produce data to be trans* 
' .rnftteoV 

so . : In a ciphering device in a facsimile in which a 
. signal to be ciphered comprising a coded signal 
.anil a "control code added thereto is ciphered in 
'* wntte of n. bits, a third ciphering device in a fac- 
simile according to the present invention is char- 
59 acterized by comprising means for judging whether 
or not the total number of bits composing the 
signal to be ciphered is a multiple of n, and means 
for adding random data behind the signal to be 
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ciphered and ciphering a signal comprising the 
signal to be ciphered and the random data added 
thereto in units of n bits when the total number of 
bits composing the signal to be ciphered is a 
multiple of n. 

In a ciphering method in a facsimile in which a 
signal to be ciphered comprising a coded signal 
and a control code added thereto is ciphered in 
unite of n bits, a third ciphering method in a fac- 
simile according to the present invention is char- 
acterized by adding random data behind the signal 
to be ciphered and ciphering a signal comprising 
the signal to be ciphered and the random data 
added thereto in units of n bits when the total 
number of bits composing the signal to bo ci- 
phered is a multiple of a 

The above described control code comprises 
an EOL code added behind the coded signal on 
each scanning line, a FILL code added just ahead 
of the EOL code if the signal transmission time per 
scanning line is smaller than predetermined lime, 
and an RTC code added behind one telegraphic 
message. The above described random data is 
produced on the oasis of, for example, date and 
time data. 

In the above described second ciphering de- 
vice or ciphering method in a facsimile, the signal 
to be ciphered comprising the coded signal and 
the control code added thereto is ciphered in units 
of n bits to produce a ciphertext when the total 
number of bits composing the signal to be ci- 
phered is a multiple of n, and the random data is 
added to the ciphertext To produce the data to be 
transmitted. Therefore, the ciphertext is not easily 
deciphered- 

In the above described third ciphering device 
or ciphering method in a facsimile, the random 
data Is added behind the signal to be ciphered 
comprising the coded signal and the control code 
added thereto and the signal comprising the signal 
to be ciphered and the random data added thereto 
is ciphered in units of n bits when the total number 
of bits composing the signal to be ciphered is a 
multiple of n. Therefore, a ciphertext is not easily 
deciphered. 

A fourth ciphering device in a facsimile accord- 
ing to the present invention is characterized by 
comprising ciphering means for ciphering a coded 
signal according to a cipher block chaining system, 
and Initial value changing means for changing an 
initial value used for ciphering by the ciphering 
means for each predetermined time period on the 
basis of data concerning the calendar. 

The above described data concerning the cal- 
endar Includes data representing the year, data 
representing (he month, data representing the day, 
data representing the time, or data comprising en 
arbitrary combination thereof. Examples of the 



above described initial value changing means in- 
clude one for determining the initial value on the 
basis of the date and changing the initial value for 
each day. S 

6 In a ciphering method in a facsimile in which a 
coded signal is ciphered according to a cipher 
block chaining system, a fourth ciphering method 
in a facsimile according to the present invention is 
characterized in that an initial value used for ci- 
te phering is changed for each predetermined time 
period on the basis of data concerning the cal- 
endar, j 

The above described data concerning the cal- 
endar includes data representing the year, data 

>6 representing the month, data representing the day. 
data representing the time, or data comprising an 
arbitrary combination thereof. The above described 
initial value is determined on the basis of, for 
example, the date, £nd is changed for each day. 

20 In the above described fourth ciphering device 
or ciphering methob in a facsimile, the coded sig- 
nal is ciphered according to the cipher block chain- 
ing system. The irjitai value used for ciphering is 
changed for each {predetermined time period on 

2s the basis of the data concerning the calendar. 

According to the above described fourth ci- 
phering device or ciphering method in a facsimile, 
the initial value used in the cipher block chaining 
system can be easily changed, so that a ciphertext 

30 is not easily deciphered by a third party - 

A fifth ciphering device in a facsimile according 
10 the present invention is characterized by com- 
prising ciphering means for ciphering a coded sig- 
nal according to a secret key cipher system, and 

as secret key changing means for changing a secret 
key used for ciphering by the ciphering means for 
each predetermined time period on me oasis of 
data concerning the calender. 

The above described data concerning the cat* 

40 endar includes data representing the year, data 
representing the month, data representing the day. 
data representing trie time, or data comprising an 
artrtrary combination thereof. Examples of the 

. . . above described secret key changing means in- 

49 etude one- for determining the secret key on the 
' basis of tha date and changing the secret key for 
each day. 

In a ciphering method in a facsimile in which a 
coded signal is ciphered according to a secret key 

so tifther system, a fifth ciphering method in a fac- 
simile' according to the present invention is char- 
. aptortoed In -that a secret key used for ciphering is 
<>hariged.fcf each ^predetermined time period on 
the basis of data concerning the calendar. 

55 The above described data concerning the cal- 
endar includes data representing the year, data 
representing the month, data representing the day, 
data representing the time, or data comprising an 
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arbitrary combination thereof. Tne above described 
secret key is determined on the basis erf, for exam- 
ple, the date, and is changed for each day. 

In the above described fifth ciphering device or 
ciphering method in a facsimile, the coded signal is 5 
ciphered according to the secret key cipher Sys- 
tem. The secret key used tor ciphering is changed 
for each predetermined time period on the basis of. . . 
the data concerning the calendar. 

According to the above described fifth cipher- to 
ing device or ciphering method in a facsimile, the 
secret key used in the secret key cipher system 
can be easily changed, so (hat a ciphertext is not 
easily deciphered by a third party. 

The foregoing and other objects, features, as- is 
pacts and advantages of the present invention will 
become more apparent from the following detailed 
description of the present invention when taken in 
conjunction with the accompanying drawings. 

20 

BRiEF DESC RIPTION OF THE DR AWINGS 

Fig. 1 is a block diagram showing the construc- 
tion of a CSC mode ciphering device; 
Fig. 2 is a block diagram showing the construe- 25 
tion of a CBC mode deciphering device; 
Fig. 3 is an electrical block diagram showing the 
schematic construction of a facsimile; 
Fig. 4 is a flow chart for explaining operations of 
the facsimile at the time of transmission; so 
Fig. 5 is an electrical block diagram showing the 
schematic construction of another facsimile; 
Fig. 6 is a flow chart showing the procedure for 
ciphering processing performed by a control 
portion 101; as 
Fig. 7 is a flow chart showing the procedure for 
deciphering processing performed by the con- 
trol portion 1 01; 

Tig. 8 is a timing chart showing the relationship 
between an initial value usnd for ciphering in a 40 
facsimile on the transmission side end an initial 
value used in deciphering in a facsimile on the 
receiving side in a case where the time is ar~ . 
pund 0:00; 

Fig. 9 is an electrical block diagram showing the 4s 
schematic construction 0! still another facsimile; 
Fig. 10 is a flow chan showing the procedure for 
ciphering processing performed by a control 
portion 201; 

Fig. 1 1 is a flow chart showing tho procedure for so 
deciphering processing performed by the con-, 
trol portion 201; and 

Fig. 12 is a timing chart showing the relationship 
between key data used for ciphering in a fac- 
simile on the transmission side and key data ss 
used for deciphering in a facsimile on the re- 
ceiving side in a case where the time is around 
0:00. 



DESCRIPTION pF T HE PREFERR EO EMBODI- 
MENTS I 

Referring nop to tho drawings, embodiments ol 
the present invention will be described. 

Referring now to Figs. 3 and 4, a first embodi- 
ment of the present invention will be described. 

Fig. 3 shows the schematic construction of a 
facsimile. 

A facsimile comprises a reading portion 1 for 
reading an original image, a coding portion 2 for 
coding image date obtained by the reading, a ci- 
phering portion Q for ciphering a signal obtained by 
adding a control code comprising an EOL code, a 
FILL code and an RTC code to a coded signal in 
units of n bits to produce a ciphertext a modulating 
portion 4 for modulating the ciphertext, a network 
control unit (NCU) 5 for transmitting an output of 
the modulating portion 4, a demodulating portion 6 
for demodulating a signal received by the network 
control unit 5, a deciphering portion 7 for decipher- 
ing the ciphcrtojt outputted from the demodulating 
portion 6 to return the same to the coded signal, a 
decoding portion, a for decoding the coded signal 
outputted from the deciphering portion 7. a re- 
coding portion 9 for recording the image data on 
recording paper jon the basis of the decoded sig- 
nal, and a central processing unit (CPU) 10 for 
controlling the respective portions. 

The CPU 10 comprises a ROM 11 storing Its 
program and thfc like, a RAM storing necessary 
data, and a date and time data generating portion 

13. ! 

Fig. 4 shows a transmitting operation per- 
formed by the facsimile. 

First, image data is read from an original by 
the reading portion i, and the read data is binary- 
coded (step 1). The binary-coded data is then 
subjected to MH coding by the coding portion 2 
(step 2). In this case, an EOL code is added behind 
a. coded signal on each scanning line. II the signal 
transmission time per scanning line is smaller than 
the minimum time determined by CCiTT, a re- 
quired. number of n Q" bits are added just ahead of 
the EOL code, A code added just ahead of tho 
EOL code shall be referred to as a fill code. 
. An HTC code is than added behind one tele- 
graphic message (step 3). A remainder R in a case 
where the total number of bits X composing a 
signal comprising the coded signal and a control 
code comprising the EOL code, the FILL code and 
the RTC code .is divided by the number of bits 
used as -a. unif for ciphering n is then found. In 
addrboh, a difference F between the number of bits 
used as a unit for ciphering n and the remainder R 
is found (step 4). 

It is then judged whether or not the remainder 
R is zero (stop 6). When the remainder R is not 
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zero, random data corresponding to the number of 
bits equal to the difference F between the number 
of bits used as a unit for ciphering n and the 
remainder R which is found in the stop 4 is added 
behind the RTC code (step 6). 

The random data is produced from, for exam- 
ple, date and time data generated from (he date 
and time data generating portion 13. For example, 
when the date and time is October 23 and 13:40, 
"10231346" is taken as a decimal number, and the 
decimal number is binary-coded to produce a bi- 
nary number composed of 24 bits. Data composed 
of F bits is taken out of the binary number com- 
posed of 24 bits as random data. When F is larger 
than 24 , the binary number is muriiplied~by m, for 
example, 2 or 3, to produce a binary number 
composed of a larger number of bits than F. and 
data composed of F bits is taken out of the pro- 
duced binary number as random data. 

A random number generator may be provided 
to generate random data. In addition, data used as 
the random data may be previously stored in the 
ROM 11. 

a signal comprising the cooed signal, the con- 
trol code and the random data composed of F bits 
which are thus produced is ciphered in units of n 
bits in the ciphering portion 3, to produce data to 
be transmitted (step 7). Examples of a ciphering 
method include a method of calculating exclusive 
OR of corresponding bits of a signal to be ciphered 
in units of n bits and n-bh data used for ciphering 
to produce a ciphertext. 

When the remainder R is zero in tho foregoing 
Step 5, the signal comprising the coded signal and 
the control code is ciphered in units of n bits in the 
ciphering portion 3 (step 8). 

In this case, the random data composed or n 
bits is added to the Ciphertext, to produce data to 
be transmitted (step 9). The data produced from 
the date and time date, the data generated by the 
random number generator, the data previously 
stored in the ROM U. and the like can be used as 
the random data. 

The data to be transmitted which Is produced 
In the step 7 or 9 is modulated in the modulating 
portion 4 (step 10) and then, is transmitted through 
me network control unit 5 (step 1 1). 

The operation performed when ciphered data is 
received is as follows. Specifically, the signal re- 
ceived by the network control unit 6 is demodu- 
lated in the demodulating portion 6 and then, is 
deciphered in the deciphering portion 7. That is, 
the received signal is returned to the signal before 
the ciphering. 

ff a ciphering method in a facsimile on the 
transmission side is the above described method of 
calculating exclusive OR of corresponding bits of a 
signal to be ciphered In units of n bits and n-bit 



data used for ciphering to produce a ciphertext, the 
ciphertext is deciphered using the same data as 
the data used for cjphering. 

Specifically, the signal sent to the deciphering 

5 portion 7 is returned to the signal before the ci- 
phering by calculating exclusive OR of the signal 
sent to the deciphering portion 7 and the data used 
for ciphering the signal. 

Although the signal deciphered by the deci- 

io phering portion 7 includes a deciphering signal of 
the random data composed of F bits which is 
added In the foregoing step 6 or the random data 
composed of n bits which is added in the foregoing 
step 9. the end of one telegrapnic message is 

T5 detected by detecting the RTC code, thereby not 
to adversely affect a facsimile on the receiving side 
by the addition of the random data in the foregoing 
step 6 or 9. 

The signal deciphered in the deciphering por- 
20 tion 7 is decoded in the decoding portion 8 and 
then. Is sent to the recording portion 9. The image 
data is recorded on recording paper by the record- 
ing portion 9. ■ 

Although in thd above described embodiment, 
25 the signal comprising the coded signal and the 
control code is ciphered and then, the random data 
composed of n bite is added thereto (see steps 8 
and 9) when it Is judged in the foregoing step S 
that the remainder R is zero, the signal comprising 
an the coded signal and the control code may be 
ciphered after the random data composed of n bits 
is added thereto when it is judged that the remain- 
der R is 2©ro. 

According to the above described first embodi- 
es ment, the random data is added to the signal 
comprising the coded signal and the control code 
. ao that the total number or cits X composing tho 
. signal comprising the coded signal and the control 
code rs a multiple of the number of bits used as a 
•40' unit for ciphering niand then, is ciphered when the 
total: number of bits X Is not a multiple of n. 
Therefore, the ciphertext is not easily deciphered. 

Furthermore, when the total number of bits X 
composing the sigrial comprising the coded signal 
•a and. the control code is a multiple of the number of 
tm used as a unft for ciphering n, the random data 
. composed Of n bite is added to the ciphertext and 
... is tran sm itt ed . Even when the number of bits used 
as a unit for ciphering n is smaller than the number 
ee of bits (72 bits) composing the RTC code and the 
total number of bits X composing the signal com- 
* ! prising the coded signal and the control code is a 
v. ■ . rnuftipto of the number of bits used as a unit for 
goring n/therefore. the ciphertext is not easily 
55 deciphered. 

Referring not to Figs. 5 to 8, a second embodi- 
ment of the present invention will be described. 
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Rg. 5 shows the schematic construction of a 
facsimile. 

The facsimile is controlled by a control portion 
101 constituted by a microcomputer and the like. 
The control portion 101 comprises a date and time 
data generating portion 102 for generating date and 
time data. 

Furthermore, the facsimile comprises as an 
input-output device of the control portion 1O1 a 
reading portion 111, a recording portion 112, an 
operating portion 113, a display portion ih, a 
coding portion 115. a decoding portion 116, a 
modem 117, and the like. The modem 117 is 
connected to a public telephone line thorough a 
network control unit (NCU) 1 18. 

The operating portion 113 comprises various 
operating keys, ten-keys end the like. The contents 
and the like set by the operating portion 113 are 
displayed on the display portion 114. 

The operation at the time of transmission is as 
follows, An original image is read by the reading 
portion 111 and is binary-coded. Binary-coded Im- 
age data obtained is coded by tho coding portion 
115. A coded signal obtained is ciphered according 
to a cipher block chaining system (hereinafter re- 
ferred to as a CBC mode) by the control portion 
101. 

A ciphertext produced by the control portion 
101 is modulated by the modem 117. The cipher- 
text is sent to the public telephone linn through the 
NCU 118, and Is sent to a facsimile on the receiv- 
ing side. CBC mode ciphering processing Is per- 
formed on the basis of equations (1) and (2) al- 
ready described: 

C, « Ek (Mi e|V) (1) 

C, = Ek(M,«C l . l (i = 2.3,...) (2) 

The operation at the time of receiving is as 
follows. If received data is sent to the NCU 11$, the 
received data Is demodulated by the modem 117. 
The data demodulated by the modem 117, that is, 
a ciphertext is deciphered according to the CBC 
mode by the control portion 101, to bo returned to s 
e plaintext 

The plaintext obtained by the control portion 
101 is decoded by the decoding portion 118. Im- 
age data obtained by the decoding is recorded on 
recording paper by the recording portion 112. CBC 
mode deciphering processing is performed on the ' 
basis of equations (3) and (4) already described: 

Mi = Dk(C,)©IV (3) 

Mi = Dk(Ci)©C iM (1 = 2,3,...) (4) 

In the present embodiment, an initial value IV 



used for the CBC mode ciphering (see the fore- 
going equations' (1) and (3)) is produced on the 
basis of the date, and is updated for each day. 
However, there? may, in some cases, be a dif- 
s ference in time- set between a facsimile on the 
transmission side and a facsimile on the receiving 
side. 

tt is assumed herein that the time difference is 
within 30 minutes. If the time difference set be- 

ro tween the facsimile on the transmission side and 
the facsimile on the receiving side is within 30 
minutes, it is possible to prevent the impossibility 
of deciphering in the facsimile on the receiving 
side by tne time difference therebetween. 

*5 Fig. 6 shows the procedure for ciphering pro- 
cessing performed by the control portion 101. 

At the time of producing a ciphertext. an initial 
value tVn is produced on the basis of date data 
generated from the date and time data generating 

20 portion 102 (step 101). 

The initial value IVn is found on the basis of 
the following equation (5) if the Christian era is 
taken as 4-digit data A, the month is taken as 2- 
digrt data B. and: the day is taken as 2-digit data C: 

2$ ! 

IVn = 100Q0A * 1QQB + C (5) 

For example!, when the date of today is Janu- 
ary 11. 1993, the initial value IVn is "10930111". 
so Coded data is then ciphered on the basis of 
the foregoing equations (1) and (2) (step 102). In 
this case! the initial value IVn found in the fore- 
going step 101 is used as an initial value IV. A 
ciphertext obtained by the ciphering is sent to the 
3$ modem 1 17 (stop 103). 

Fig. 7 shows the procedure for deciphering 
processing performed by the control portion 101. 

It is first judged on the basis of time data 
generated from (he date and time data generating 
4& portion ; 102 whether or not the receiving timo is 
time from 23:30 to 0:30 (2330 S receiving time * 
050) (step 111). 

..; When the receiving time is not the time from 
23.-30 to 0:30, an initial value IVn is produced on 
45 the. basis of data representing tho date of today 
', winch is generated from the date and time data 
. generating portion 102 (step 112). This initial value 
IVn. is p*duceo! on the basis of the foregoing 
equation (5). 

SO A riphertextj after demodulation is then de~ 
cohered on the; basis of the foregoing equations 
• • (3) end <4) (step 113). in this case, the initial value 
f iVn. found m the foregoing step 112, that is, the 
Initial value IVn produced from the data represent- 
ss ing the date of today is used as an initial value IV. 
A plaintext after the deciphering is sent to the 
decoding portion 116 (Step 114). 
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When the receiving time Is the time from 23:30 
to 0:30. it is judged whether the receiving time is 
time from 23:30 to 0:00 (23:30 £ receiving time £ 
0:00) or time from 04)0 to 0:30 (0:00 5 receiving 
time s 0:30) (step 11$). 6 

When the receiving time is the time from 23:00 
to 0:00, the initial value iVn is produced on the 
basis of the data representing the date of today 
which is generated from the date and time data 
generating portion 102, and an initial value IV (n + io 
I) is produced on the basts of date representing 
the date of the next day (step 116) 

A method of producing an initial value is the 
same as the method represented by the foregoing 
equation (5). Therefore, when the date of today is is 
January 11, 1993, for example, the initial value IVn 
is "19930111" and the initial value IV (n «*• i) is 
"199301 12\ 

Th» ciphertext is then deciphered on the basis 
of the foregoing equations (3) and (4) by setting the 20 
initial value IV to IVn (step 117). It is judged on the 
basis of the results of the deciphering whether or 
not the ciphertext is normally deciphered (step 

118) . 

In the case of coding in the coding portion 115. 25 
a 12-bit EOL code "000000000001 M is added be- 
hind a coded signal on each scanning line, in 
addition, the number of pixels constituting each line 
is a predetermined number, it can be judged 
whether or not the ciphertext is normally deci- 30 
phered by, for example, finding the first EOL code 
from date after the deciphering, decoding data to 
the EOL code and judging whether or not the 
number of bits after the decoding is a predeter- 
mined number. w 

If it is judged that the ciphertext is normally 
deciphered, a plaintext after the deciphering is sent 
to the decoding portion 116 (step 122). On the 
other hand, if it Is judged that the ciphertext is not 
normally deciphered, the ciphertext is deciphered 40 
on the basis of the foregoing equations (3) and (4) 
by setting the initial value IV to IV (n + 1) (step 

119) . It is judged on the basis of the results of the 
deciphering whether or not the ciphertext is nor- 
mally deciphered (step 120). '4$ 

If it is judged that the ciphertext Is normally 
deciphered, the plaintext after the deciphering Is 
sent to the decoding portion 116 (step 122). On the 
other hand, if rt is judged that the ciphertext is not 
normally deciphered, communication is stopped as .50 
a deciphering error (step 121). 

When in the foregoing step 115. the receiving 
time is the time from 0:00 to 0:30. the initial value 
IVn is produced on the basis of the data represent- 
ing the date of today which is generated from the ss 
date and time data generating portion 1 02, and an 
initial value IV (n - 1) is produced on the basis of 
data representing the date of the preceding day 



(step 123). 

A method of producing key data is the same as 
the method represented by the foregoing equation 
(5). Therefore, when the date of today ic January 
12, 1993, for example, the initial value IVn is 
"19930112" and the initial value IV (n - 1) is 
"1993011". 

The ciphertext is then deciphered on the basis 
of the toregoing equation (2) by setting the initial 
value IV to IVn (step 124). it is judged on the basis 
of the results of the deciphering whether or not the 
ciphertext is normally deciphered (step 125). 

if it is judged that the ciphertext is normally 
deciphered, a plaintext after the deciphering is sent 
to the decoding portion 119 (step 129). On the 
other hand, if it is judged that the ciphertext is not 
normally deciphered, the ciphertext is deciphered 
on the basis of the foregoing equation (2) by sel- 
ling the Initial value iv to IV (n - 1) (step 126). It is 
judged on the basis of the results of the decipher- 
ing whether or not the ciphertext is normally de- 
ciphered (step 127). 

If it is judged ithat the ciphertext is normally 
deciphered, the plaintext after the deciphering is 
sent to the decoding portion 1 16 (step 129). On the 
other hand, if it is judged that the ciphertext is not 
normally decipherejrf, communication is stopped as 
a deciphering error (step 128). 

Fig. 0 shows the relationship between an initial 
value used for ciphering in the facsimile on the 
transmission side -and an initial value used for 
deciphering in the facsimile on the receiving side in 
a case where the time Is around 0:00. 

Fig. 8 (a) showy an initial value used for cipher- 
ing against the time set in the facsimile on the 
transmission side, the initial value used for cipher- 
ing is switched frpm en initial value iva corre- 
sponding to the date A of one day to an Initial 
.value iVB-correspohdifig to the date a of the next 
day utilizing the time 0:00 as a boundary. 

fig. 8 (b) shows a case where the time set in 
the facsimile on the receiving side is 30 minutes 
later, than the time set in the facsimile on the 
transmission side. In this case, even if the receiving 
. time in the facsimile on the receiving side is timo 
; frorh 2330 to 0:00, the transmission time in the 
facsimile on the transmission side is time from 0:00 
tD 030. Accordingly, an initial value IV used for 
cohering is IVB. 

• If the receiving time is the time from 23:00 to 
.000, the initial values IVn and IV (n + 1) are 
produced: in the facsimile on the receiving side 
(see. steps 11& and 116 in Fig. 7). That is, IVA (» 
IVn) and IVB (« IV (n + i» are produced. 

Consequently, it is judged that the results of 
deciphering using the initial value JVA are not nor- 
mal, and it is judged that the results of deciphering 
using the initial value IVB are normal, so that the 
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results of deciphering using IV6 is sent to the 
decoding portion 110. Fig- 8 (c) shows a case 
where the time set in the facsimile on the receiving 
side is 30 minutes earlier than the time set in the 
facsimile on the transmission side, in this case, 
even if the receiving time in the lacsmnile on the 
receiving side is time from 0:00 to 0:30, the trans- 
mission time in the facsimile on the transmission 
side is time from 23:00 to 0:00. Accordingly, en 
initial value used for ciphering is IVA. 

If tho receiving time is the time from 0:00 to 
0:30, the initial values IVn and IV (n - 1) are 
produced in the facsimile on the receiving side 
(see steps 115 and 123 in Fig. 7). That is, IVQ (* 
IVn) and IVA (= IV (n - 1)) are produced. Con- 
sequently, it i6 judged that the results of decipher- 
ing using IVB are not normal, and it is judged that 
the results of deciphering using IVA are normal, so 
that the results of deciphering using IVA are sent to 
the decoding portion 116. 

As described in the foregoing, according to the 
second embodiment, the initial value used for ci- 
phering is changed in days, thereby to make it 
difficult for a third party to decipher the ciphertext. 
In addition, the initial value used for ciphering is 
determined on the basis of the date, thereby to 
make it possible to grasp tho initial value used for 
ciphering even in the facsimile on the receiving 
side. Even if the initial value used for ciphering is 
changed in days, therefore, it is possible to de- 
cipher the ciphertext in the facsimile on the receiv- 
ing side. 

Furthermore, even if there is a difference in 
time between the facsimile on the transmission 
side and the facsimile on the receiving sido. it is 
possible to normally decipher the ciphertext in the 
facsimile on the receiving side within a predeter- 
mined allowable difference range. 

In facsimile communication between areas 
which differ in time, the time set in the facsimile on 
the receiving side is corrected on the basis of the 
time difference, thereby to make it possible to 
decipher the ciphertext as in the above described 
embodiment. 

Month data can be used as the initial value IV, 
to also change the initial value for each month, in 
addition, time data can be also used as the initial 
value IV. to also change the initial value for each 
hour. That is, the initial value IV can be produced 
on the basis of the year data, the month data, the 
day data, the time data or data comprising an 
arbitrary combination thereof. 

Furthermore, the initial value IV may be pro- 
duced on th8 basis of a predetermined function 
utilizing as variables the year data, the month data, 
the day data, the time data or the data comprising 
an arbitrary combination thereof. 



Referring now to Figs. 8 to 12, description is 
made of a third embodiment of the present inven- 
tion. 

Fcg. 9 shows the schematic construction of a 
5 facsimile. 

The facsimile is controlled by a control portion 
201 constituted by a microcomputer and the like. 
The control portion 201 comprises a date and time 
data generating portion 202 for generating date and 
io time data. 

Furthermore; the facsimile comprises as an 
Input-output deviCA of the control portion 201 a 
reading portion 211, a recording portion 212, an 
operating portion 213, a display portion 214, a 
?6 coding portion 215, a decoding portion 21 6. a 
modem 217, and the like. The modem 217 is 
connected to a . public telephone line thorough e 
network control unit (NCU) 218. 

The operating portion 213 comprises various 
20 operating keys, ten-keys and the like. The contents 
and the like set by the operating portion 213 are 
displayed on the display portion 214. 

The operation at the time of transmission is as 
follows. An original image is read by the reading 
25 portion 211 and is binary-coded. Binary-coded im- 
age data obtained is coded by the coding portion 
21 5. A coded signal obtained is ciphered according 
to a secret key cipher system by the control por- 
tion 201. 

so A ciphertext' produced by the control portion 
201 is modulated by the modem 217. The cipher- 
text Is sent to the public telephone line through the 
NCU 218, and is sent to a facsimile on the receiv- 
ing side. 

$5 One simple example of a cipher rule used by 
(he control portion 201 is such a rule that if plain- 
text data is taken as x, ciphertext data is taken as 
£ and cryptographic key data (key data) is taken 
as K, % is a function of <x + K), i.e., {y = F (x ♦ 

40 K)}7 . 

•v. .The operation at the time of receiving is as 

follows. If received data is sent to the NCU 2i$, the 

received data is demodulated by the modem 217. 

The data demodulated by the modem 217, that is. 
45 . the cJphortaxt is deciphered according to tho secret 

key cipher system by the control portion 201 , to be 

returned to a plaintext 

TTttd plaintext obtained by the control portion 
'.»£o.1 fe. decoded by the decoding portion 216. hn- 
.50 >ge data; obtained by the decoding is recorded on 

recording paper by the recording portion 212. 
tn the present embodiment, key data used for 

the riphfiring is produced on the basis of the date. 

and is updated for each day. However, there may, 
55 in some cases, be a difference in time set between 

a facsimile on the transmission side and a facsimile 

on the receiving side. It is assumed herein that the 

time difference is within 30 minutes. 
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It trie time difference act between the facsimile 
on the transmission side end the facsimile 011 the 
receiving side Is within 30 minutes, it is possible to 
prevent the impossibility of deciphering in the fac- 
simile on the receiving side by the time difference 
therebetween. 

Fig. 10 shows the procedure for ciphering pro- 
cessing performed by the control portion 201. 

At the time of producing a ciphertext, key data 
Kn is produced on the basis of date data generated 
from the date and time data generating portion 202 
(step 201). 

The key data Kn is found on the basis of the 
following equation (6) if the Christian era is taken 
as 4-digit data A, the month is taken as 2-digit data 
B, ana the oay is taken as 2-digit data C; 

Kn = 1OOO0A + 100B + C (6) 

For example, when the date ol today is Janu- 
ary 1 1. 1993, the key data Kn is "1993011 1 

Coded data is then ciphered using the key data 
Kn (step 202). A ciphertext obtained by the cipher- 
ing is sent to the modem 17 (step 203). 

Fig. 11 shows the procedure for deciphering 
processing performed by the control portion 201 , 

ft is first judged on the basis of time data 
generated from the date and time data generating 
portion 102 whether or not the receiving time is 
time from 23:30 10 0:30 (23:30 S receiving time f 
0:30) (step 211). 

When the receiving time is not the time from 
23:30 to 0:30 r key data Kn is produced on the 
basis of data representing the date of today which 
is generated from the date and time data generat- 
ing portion 202 (step 212). This key data Kn is 
produced on the basis of tho foregoing equation 
(6). 

A ciphertext after demodulation is then de- 
ciphered using the key data Kn produced from the 
data representing the date of today (step 213). A 
plaintext after the deciphering is sent to the decod- 
ing portion 216 (step 214). 

When the receiving time is the time from 2330 
to 0:30, it is judged whether the receiving time is 
time from 23:30 to 0:00 (23:30 £ receiving time * 
0.00) or time from 0:00 to 0:30 (0:00 2 receiving 
time 5 0:30) (step 215). 

When the receiving time is the time from 23:00 
to 0:00. the key data Kn is produced on the basis 
of the data representing the date of today which Is 
generated from the date and time data generating 
portion 202, and key data K (n + 1) is produced on 
the basis of data representing the date of the next 
day (step 21$). 

A method of producing key data is the samo as 
the method represented by the foregoing equation 
(6). Therefore, when the date of today is January 



11, 1993, for example, the key data Kn is 
"19930111" and the key data K (n ♦ 1) is 
"19930112". ! 

The ciphertext Is then deciphered using the 

5 key data Kn (step 217). ft is judged on the basis of 
the results of the -deciphering whether or not the 
ciphertext is norrnajly deciphered (step 218). 

In the case of coding in the coding portion 215, 
a 12-bit EOL code "OOOOOOOOOOO!" is added be- 

70 hind a coded signal on each scanning line. In 
addition, the number of pixels constituting each ilne 
is a predetermined number. It can be judged 
whether or not the ciphertext is normally deci- 
phered by, for example, finding the first EOL code 

is from data after the deciphering, decoding data to 
the EOL code and Judging whether or not the 
number of bits after the decoding is a predeter- 
mined number. 

II it is judged that the ciphertext is normally 

20 deciphered, a plaintext after the deciphering is sent 
to the decoding portion 216 (step 222). On the 
other hand, if it is judged that the ciphertext is not 
normally deciphered, the ciphertext is deciphered 
using the key data K (n + 1) (step 219). It is 

25 judged on the basis of the results of the decipher- 
ing whether or not the ciphertext is normally de* 
ciphered (step 220). 

If it is judged 'that the ciphertext is normally 
deciphered, the plaintext after the deciphering is 

30 sent to the decoding portion 216 (step 222). On the 
other hand, if ft is judged that the ciphertext Is not 
normally deciphered, communication is stopped as 
a deciphering error (step 221). 

When in the foregoing step 215, the receiving 

35 time is the time from 0:00 to 0:30, the key data Kn 
is produced on the basis of the data representing 
the date of today which is generated Irom the date 
and time data generating portion 202, and key data 
K {n - 1) is produced on the basis of data repre- 

40 senting the date of the preceding day (step 223). 

A method of producing key dat8 is the same as 
. the rnethod represented by me foregoing equation 
(^TTierefore, when the date of today is January 
• 12, 1993, for example, the key data Kn is 

45 "10930112" and the key data K (n - 1) is 
-19930111". 

The ciphertext is then deciphered using the 
key data Kn (step 224). It Is judged on the basis of 
the results of the deciphering whether or not the 

so ciphertext is normally deciphered (step 225). 

• • Hit is judged, that the ciphertext is normally 
,. : -qxjiph^r * p4ain*xt after the deciphering is sent 
to the .decoding portion 216 (step 229). On the 
other hand, ff it is judged that the ciphertext Is not 

as normally deciphered, the ciphertext is deciphered 
using the key data K (n - 1 ) (step 226). ft is judged 
on the basis of the results of the deciphering 
whether or not the ciphertext is normally deci- 
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phered (step 227). 

If it is judged that the ciphertext is normally 
deciphered, the plaintext after the deciphering is 
sent to the decoding portion 216 (step 229). On the 
other hand, if it is judged that the ciphertext is not 
normally deciphered, communication is stopped as 
a deciphering error (step 228). 

Fig. 12 shows the relationship between key 
data used for ciphering in the facsimile on the 
transmission side and key data used for decipher* 
Ing In the facsimile on the receiving side in a case 
where the time is around 0:00. 

Fig. 12 (a) shows key data used for ciphering 
against the time set in the facsimile on the trans* 
mission side. The key data used for ciphering is 
switched from key date KA corresponding to the 
date A of one day to key data KB corresponding to 
the date B of the next day utilizing the time 0:00 as 
a boundary. 

Fig. 12 (b) shows a case where the time set in 
the facsimile on the receiving side Is 30 minutes 
later than the time set in the facsimile on the 
transmission side. In this case, even rf the receiving 
time in the facsimile on the receiving side Is time 
from 23:30 to 0:00, the transmission time in the 
facsimile on the transmission side is time from 0:00 
to 0:30. Accordingly, the key data used for cipher* 
ing is KB. 

If the receiving time is tho time from 23:00 to 
0:00, the key data Kn and K (n + 1 ) are produced 
in the facsimile on the receiving side (see steps 
21 5 and 21$ in Fig. 11). That is, KA ( = Kn) and KB 
(= K (n + 1)) are produced. Consequently, it is 
judged that the results of deciphering using the key 
data KA are not normal, and It is Judged that the 
results of deciphering using the key data KB are 
normal, so that the remits of deciphering using KB 
is sent to the decoding portion 216. 

Fig. 12 (c) shows a case where the time set in 
the facsimile on the receiving side is 30 minutes 
earlier than the lime set in the facsimile on the 
transmission side. In this case, even if the receiving 
time in the facsimile on the receiving side is time 
from 0:00 to 0:30, the transmission time in the 
facsimile on the transmission side is time from* 
23:00 to 0-O0. Accordingly, the key data used for 
ciphering la KA. 

If the receiving time is the time from 0:00 to 
0.30. the key data Kn and K (n • 1) are produced in 
the facsimile on the receiving side (see steps 215 " 
and 223 in Fig. 11). That is, KB (~ Kn) and KA (» 
K (n - I)) are produced. Consequently, it is Judged 
that the results of deciphering using KB are not 
normal, and it Is judged that the results of de- 
ciphering using KA are normal, so that the results 
of deciphering using KA are sent to the decoding 
portion 216. 



As described in the foregoing, according to the 
third embodiment the key data used for ciphering 
is changed in days, thereby to make it difficult for a 
third party to decipher the ciphcrtoxt. In addition, 
s the key data used for ciphering is determined on 
the basis of the dale, thereby to make it possible to 
grasp the key data used for ciphering even in the 
facsimile on the| receiving side. Even if the key 
data used for ciphering is changed in days, there- 
to fore, it is possible to decipher the ciphertext in the 
facsimile on the receiving side. 

Furthermore; even if there is a difference in 
time between the facsimile on the transmission 
side and the facsimile on the receiving side, it is 
n possible to normally decipher the ciphertext in the 
facsimile on the receiving side within a predeter- 
mined allowable difference range. 

In facsimile communication between areas 
which differ m time, the time sei in the facsimile on 
20 me receiving side is corrected on the basis of the 
time difference, , thereby to make it possible to 
decipher the ciphertext as in tho above described 
embodiment- 
Month data can oe used as the key data, to 
25 also change thejkey data for each month. In addi- 
tion, time data can be used as the key data, to also 
chango the key <j)eta for each hour. That is, the key 
data can be produced on the basis of the year 
data, the month data, the day data, the time data or 
30 data comprising an arbitrary combination thereof. 

Furthermore,: the key data may be produced on 
the basis of a pYedeiennined function utilizing as 
variables the year data, the month data, the day 
data, the time data or the data comprising an 
55 arbitrary combination thereof. 

Although tho present invention has been de- 
scribed and illustrated In oetaii. It is clearly under" 
stood that the same is by way of illustration and 
example only arid is not to be taken by way of 

40 limitation. 

Claims 

• 1. . A ciphering device in a facsimile apparatus in 

41 ,. which a signal to be ciphered comprising a 

coded signal and a control code added thereto 
• Is cipnered In units of n bits, comprising: 

- means, for judging whether or not the 
. . total number of bits composing the signal 

s£ ' " to be ciphered la a multiple of n; and 

- means for adding random data behind 
the signal to be ciphered so that the total 
number of bits composing the signal to 
be ciphered is a multiple of n and cipher- 

5S ing a signal comprising the signal to be 

ciphered and the random data added 
thereto in units of n bits when the total 
number of bits is not a multiple of n. 
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2. The ciphering device according lo claim 1 , 
wherein the control code comprises an end-of- 
line code added behind the coded signal on 
each scanning line, a Fill, code added just 
ahead of the end-of-line code if the signal 
transmission time per scanning line is smaller 
than predetermined time, and a retunwo-coiv 
trol code added behind one telegraphic mes* 
sage. 

3. The ciphering device according lo claim 1 or 
2, 

wherein the random data Is produced on the 
basis of dale and time data. 

4. A ciphering device in a facsimile apparatus in 
which a signal to be ciphered comprising a 
coded signal and a control code added thereto 
is ciphered In units of n bits, comprising: 

- means for judging whether or not the 
total number of bits composing the signal 
to be ciphered is a multip/e nf n, 

- means for ciphering the signal to be ci- 
phered in units of n bits 10 pruUuce a 
ctphertext when the total number of bits 
composing the signal to be ciphered is a 
multiple of n, and 

- means for "adding random data to the 
clphertext to produce data to be transmit- 
ted. 

5. A ciphering device in a facsimile apparatus in 
which a signal to be ciphered comprising a 
coded signal and a control code added thereto 
is ciphered in units of n bits, comprising; 

• means for judging whether or not the 
total number of bite composing the signal 
to be ciphered is a multiple of n; and 

- means for adding random data behind 
the signal to be ciphered and ciphering a 
signal comprising the signal to be ci- 
phered and the random dale added 
thereto in units of n bits when the total 
number of bits composing the signal to 
be ciphered is a multiple of n. 

& The ciphering device according to claim 4 or 
5, 

wherein the control code comprises an ond*of- 
line code added behind the coded signal on 
each scanning line, a FILL code added Just 
ahead of the end-oMine code if the signal 
transmission time per scanning line is smaller 
than a predetermined time, and a retum-to- 
control code added behind one telegraphic 
message. 
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7. The ciphering device according to claim 4 or 
5. 

wherein the random data is produced on the 
basis of date and time data. 

& A ciphering device in a facsimile comprising: 

- ciphering; means for ciphering a coded 
signal according to a cipher block chain* 
ing system; and 

• initial value changing means for changing 
an initial lvalue used for ciphering by the 
ciphering' means for each predetermined 
time period on the basis of data concern- 
ing the calendar. 

9. The ciphering device according to claim 8, 
wherein the initial value changing means deter- 
mines the initial value on the basis of the date 
and changes the Initial value for each day. 

10. A ciphering device in a facsimile apparatus 
comprising: 

- ciphering means for ciphering a coded 
signal according to a secret key cipher 
system; and 

- secret key changing means for changing 
a secret key used for ciphering by the 
ciphering, means for each predetermined 
time period on the basis of data concern- 
ing the calendar. 

11. The ciphering device according to dalm 10, 
wherein the secret key changing means deter- 
mines the secret key on the basis of the date 
and changes the secret key for each day. 

12. A ciphering method in a facsimile apparatus in 
which a signal to be ciphered comprising a 
coded signal and a control code added thereto 
is ciphered in units of n bits, 

comprising the step of 

- adding random data behind the signal to 
be ciphered so that the total number of 
bits composing the signal to be ciphered 
is a multiple of n and ciphering a signal 
comprising the signal to be ciphered and 
the random data added thereto in units of 

: t\ bits, when the total number of bits is 
not a multiple of n. 

ia The ciphering method according to claim 12, 
whiafBiri the control code comprises an end-of- 
Dpe code added behind the coded signal on 
each scanning fine, a FILL code added just 
ahead of the end-oHine code if the signal 
transmission time per scanning line is smaller 
than a predetermined time, and a return-to- 
control code added behind ono telegraphic 
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message. 

14. The ciphering method according to claim 12 or 
13. 

wherein the random data is produced on the 
basis of date and time data. 

15. A ciphering method in e facsimile in which a 
signal to be ciphered comprising a coded sig- 
nal and a control code added thereto is ci- 
phered in units of n bits, 

comprising the steps of: 

- ciphering the signal to be ciphered in 
units of n bits to produce a ciphcrtcxt 
when the total number of bits composing 
the signal to be ciphered is a multiple of 
n; and 

- adding random data to the ciphertext to 
produce data to be transmitted. 

16l A ciphering method in a facsimile) in which a 
signal to be ciphered comprising a ended sig- 
nal and a control code added thereto is Ci- 
phered in units of n bits, 
comprising the step of: 
• adding random data behind the signal to 
be ciphered and ciphering a signal com- 
prising the signal to be ciphered and the 
random data added thereto in units ol n 
bite when the total number of bits com- 
posing the signal to be ciphered is a 
multiple of n. 
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basis of the date, and is changed for each day. 

21. A ciphering method in a facsimile in which a 
coded signal Is ciphered according to a secret 
key cipher system. 

wherein a 6ecret key used for ciphering is 
changed for each predetermined time period 
on the basis of data concerning the calendar. 

22. The ciphering method according to claim 21, 
wherein the secret key is determined on the 
basis of the jdate. and is changed for each day- 



17. The ciphering method according to claim 15 or 
16, 

wherein the control code comprises an end-of- 
line code added bohind the coded signal on 
each scanning line, a FILL code added just 
ahead of the end-of-line code if the signal 
transmission time per scanning line is smaller 
than predetermined time, and a return-to-con- 
trol code added behind one telegraphiu mes- 
sage. 



3S 



18. The ciphering melhod according to any of *s 
claims 15 to 17. 

wherein the random data is produced on me 
basis of date and time data. 

19. A ciphering method in a facsimile in which a so 
coded signal is ciphered according to a cipher 
block chaining system, wherein 

an initial value used for ciphering is changed ' 
for each predetermined time period on the 
basis of data concerning the calendar, ss 

20. The ciphering method according to claim 19. 
wherein the initial value is determined on the 
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